IOCE Conference, 12-15th December 2000

Suggestions for Quality/Quality Assurance Workshop Stream

At the request of the G8 High-Tec Crime Sub-Committee, the International Organisation of Computer Evidence (IOCE) has agreed to develop recommendations for standards, including the definition of common terms, identification methods and techniques to be used and establishment of a common format for forensic requests. 

In order to progress this role the Conference workshop provides an opportunity to progress these aims and build on work done previously by SSWG-DE, ENFSI, ACPO and the IHCFC meeting held in London in 1999.

The following are suggestions for Working Group tasks with a largely Quality/QA theme for consideration by the board:

1. Developing a vocabulary of terms commonly understood by the forensic 

computing community.   The terms previously agreed can be extended.

2. Accreditation of methods.  Devise a scheme for the accreditation of a particular process. Consideration of who could/should perform the process.

3. Registration of Forensic Practitioners.  [Subject to the interest shown as a result of Alan Kershaw’s talk.]  Aim will be to consider the assessment criteria of forensic practitioners.

4. Proficiency testing.  Can a workshop design an international proficiency test, and consider who might supervise the process.  Cost issues?

5. Discussion of a generic ‘best practice’ manual for forensic computing.  The ENFSI-Forensic IT Working Group (and all other ENFI Working Groups) will be tasked with producing one – can this process be aided by IOCE help which would also then have some wider use?  Suggestions of ‘headings’ to be included in the best practice manual are listed as an appendix to this note.

6. Any other suggestions.

APPENDIX 1

1.
Aims

2.
Scope

3.
Quality Assurance

Introduction

Definitions

Personnel

Competence Requirements

Proficiency Testing

Documentation

Equipment

Materials & Chemicals

Accommodation

Validation

Audit

4.
Location and Recovery of Evidence at the Scene

Anti.Contamination Procedures for other evidence types

Searching the Scene

Collecting the Evidence

Packaging, Labelling and Documentation

5.
Establishing the Customer Requirement

6.
Case Assessment

Introduction

Information Requirements

The Chance of Recovery of Computer Evidence

The Potential Significance of Computer Evidence

7.
Prioritisation and Sequence of Examinations

8.
Laboratory Examinations

Anti-Contamination Procedures

Searching & recovery of Evidence

Methods and protocols

Case Records

9.
Evaluation & Interpretation

Evaluating the Evidential Significance

10.
Presentation of Written Evidence

The Report

11.
Case File Review

Technical review

Management/Administrative Review

12.
Presentation of Oral Evidence

13.
Health & safety

14.
References & Bibliography.

