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Internet investigations, specific internet evidence

1. Introduction

Internet investigations encompass:

· crimes against computer systems

· crimes using computers

A major part of the work of an internet investigator still is to deal with computer evidence, but it is specific in a way it gives information about:

· ongoing activity on a network

· memory of past activity on a network

and he needs to translate this information to recompose the events.

Another specificity is the particular volatility of those data, especially network log files, for both technical and legal reasons. So all the people involved should act as quickly as possible.

2. Types of evidence

A model of the different types of data one may encounter in an internet investigation is proposed:

First distinction: a technical definition

· Traffic data: is the information related to the transport mode

· Content data: is the actual information transmitted

For instance, sending an image over an FTP connection, the image file is the content and log-files on the server and client side are traffic data.

Second distinction:

· Collected data: is gathered data which has suffered no impact from the investigator

· Produced data: is the result of the activity of the investigator (whether he has processed collected data, or whether his investigation activities produces information, log files etc…)

This data should come along with a detailed environment, for instance a documented timestamp, location, identification of the collector, whether it is original or a copy etc…

3. Places where you can find evidence

The group have considered the types of evidence that may be available when conducting an intrusion investigation.  We limited ourselves to a simple model whilst acknowledging that there may be multiple “hops” between the suspect and victim systems.  The evidence that will be available on the “hopped” systems will be similar to those described below.

Where can evidence be held?

Corporate Victims System

Available logs may include:

System

Audit

Connection

Corporate/Network Environment

Firewall

Network Intrusion Detection

There will be trace evidence indicating a connection such as audit or system logs.  Other telltale signs include hidden sub directories, additional entries in password and files unknown users.  A network topology map would be if assistance to the investigator.

Conduit ISP System

Available logs may include:

Network Access Systems (NAS) 

Email servers

File upload and download servers

Web servers

Usenet 

Internet Relay Chat

Other information available may include subscriber information such as the name and address and telephone number they were using at the time they subscribed to a service.  The most important piece of information that an ISP may hold when tracing a network connection will be the Internet Protocol (IP) Address that will help you find the next link in the chain. 

Telephone Companies

Many ISP’s now provide non-metered services where user authentication is very weak.  Where the ISP has collected caller identification it will be necessary to make enquiries with the relevant telephone company to verify the details of the user.  On a land based telephone these are likely to add to reliability of the identification of the suspect.

Suspect Systems

The general principles for the seizure of electronic evidence should be followed.  It should be borne in mind that the technical knowledge of network intruders is likely to be higher than the average criminal.  They may adopt counter detection systems such as using encryption and hot keys to reduce the likelihood of capture.  It may be necessary therefore to plan more effectively for this type of search.

Footnote:

There is a lot of information available on the Internet about tracing back network connections.  Many of these are for service providers and systems administrators and therefore although effective for their purposes, do not take into account the evidential requirements for a prosecution.  They are nevertheless an extremely valuable resource for law enforcement investigators.

One solution to counter volatility could be to ask the ISP or the relevant data holder to freeze the information, if technically or legally possible, before you can actually access it.

4. Training

Training for internet investigations at all levels (the first responder, the investigator himself, the forensic specialist, judges and prosecutors) is an absolute necessity, for a number of reasons:

· need to understand the environment, and understand the value of data collected during Internet investigations

· need to permanently update the technical knowledge and skills because of the permanent evolutions

A separate document is included on this topic.

5. Testing the competences

· Proficiency tests

Proficiency tests are suitable to evaluate the technical aspects of an investigation such as imaging a hard drive, getting the proper log files from the analysed system, basic log analysis… and they are necessary.

· General competence

Evaluating the competence of  an individual to conduct an Internet investigation also includes testing his knowledge about the specific environment, knowledge of sources of evidence, their ability to conduct interviews, and general investigative skills that all combined allow him to achieve the objective.

